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THE ISSUE OF SOCIAL NETWORKS PAGE CYBER PROFILING

Abstract. This article was carried out within the framework of the targeted scientific and practical research 
project ALM-202310202738 "Development of innovative profiling technology for use in public safety 
activities," in which the process of analyzing personal characteristics based on user activity in social 
networks and forming their psychological and social portrait - the issue of cyberprofiling - is deeply covered. 
The theoretical foundations of cyberprofiling, applied methods, technological approaches, possibilities of 
practical application, and legal and ethical aspects are analyzed. The article extensively covers the dangers 
arising on social networks, the protection of personal data and their application in scientific research, and 
provides scientific insights into the future prospects of this area.
Keywords: social networks, cyberprofiling, digital traces, information security, personal data, 
psycholinguistics, artificial intelligence, criminology

IJTIMOIY TARMOQLARDA KIBERPROFAYLING MASALALARI
Annotatsiya: Mazkur maqola ALM-202310202738-sonli “Jamoat xavfsizligini ta'minlash faoliyatida 
foydalanish uchun innovatsion profayling texnologiyasini ishlab chiqish” ilmiy-amaliy tadqiqot loyihasi 
doirasida amalga oshirilgan bo'lib, unda ijtimoiy tarmoqlardagi foydalanuvchi faoliyati asosida shaxsiy 
xususiyatlarni tahlil qilish, uning psixologik va ijtimoiy portretini shakllantirish jarayoni – kiberprofayling 
masalasi chuqur yoritilgan. Kiberprofaylingning nazariy asoslari, qo'llaniladigan metodlari, texnologik 
yondashuvlari, amaliy qo'llanish imkoniyatlari hamda huquqiy-axloqiy jihatlari tahlil qilinadi. Ijtimoiy 
tarmoqlarda paydo bo'layotgan xavflar, shaxsiy ma'lumotlarning himoyasi va ularning ilmiy 
tadqiqotlarda qo'llanishi masalalari keng yoritilib, mazkur yo'nalishning kelajak istiqbollari haqida ilmiy 
mulohazalar bildirilgan.
Kalit so'zlar: Ijtimoiy tarmoqlar, kiberprofayling, raqamli izlar, axborot xavfsizligi, shaxsiy ma'lumotlar, 
psixolingvistika, sun'iy intellekt, kriminologiya. 
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ВОПРОСЫ КИБЕРПРОФАЙЛИНГА В СОЦИАЛЬНЫХ СЕТЯХ
Аннотация: Статья выполнена в рамках целевого научно-практического исследования 
«Разработка инновационных технологий профилирования для использования в деятельности по 
обеспечению общественной безопасности». В ней подробно рассматривается процесс анализа 
личностных характеристик на основе активности пользователей в социальных сетях и 
формирования их психологического и социального портрета – киберпрофайлинга. Анализи-
руются теоретические основы киберпрофайлинга, применяемые методы, технологические 
подходы, возможности практического применения, а также правовые и этические аспекты. В 
статье подробно рассматриваются опасности, возникающие в социальных сетях, вопросы 
защиты персональных данных и их применение в научных исследованиях, а также дается 
научное обоснование перспектив развития данного направления.
Ключевые слова: социальные сети, киберпрофайлинг, цифровые следы, информационная 
безопасность, персональные данные, психолингвистика, искусственный интеллект, 
криминология.
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Fig – 2. Graphical analysis of user 
social interactions

Fig-1. Areas of application of cyberprofiling
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For example, in the field of marketing, 

cyberprofiling serves as an important tool for 

studying customer interests and consumer 

behavior, and in HR departments – for evaluating 

candidates and analyzing their personal qualities.

However, the widespread use of cyber-

profiling technologies also creates a number of 

problems. One of the biggest problems is 

ensuring the privacy of private life and the 

confidentiality of information. Everyone wants 

their private life to be protected, but excessive 

openness and the desire to show off on social 

networks can lead to many dangerous con-

sequences. There is also a possibility that the 

misuse of cyberprofiling results can lead to 

human rights violations. Therefore, when carrying 

out this process, it is necessary to strictly comply 

with international norms, conventions on human 

rights, and the requirements of national legis-

lation [7].

Conducted scientific analysis shows that 

cyberspace profiling allows one to draw large-

scale and deep conclusions about a person 

through digital traces on social networks. This 

makes it possible to use it as an effective tool not 

only in scientific research, but also in practice. At 

the same time, there is a need to improve the 

legal, ethical, and technological aspects of this 

technology, which determines the future develop-

ment of cyberprofiling.

The issue of social networks page cyber 

profiling is highly relevant for Uzbekistan, where 

the active digitalization of society and the rapid 

expansion of internet users – especially among 

the youth – have transformed social media into a 

central platform for communication, self-expres-

sion, and public discourse. In this environment, 

cyber profiling offers both opportunities and 

challenges to maintaining social and national 

loyalty.

From a security perspective, cyber profiling 

of social networks can serve as an effective tool to 

identify risks related to extremist propaganda, 

cyber fraud, or disinformation campaigns tar-

geted at Uzbek citizens. It helps specialists trace 

patterns of online behavior, detect suspicious 

networks, and prevent the manipulation of public 

opinion that might threaten the stability and 

loyalty of society to the state. In this sense, the 

technology supports Uzbekistan's strategic 

priorities of ensuring information security and 

protecting youth from harmful online influences.

However, the loyalty dimension also raises 

important ethical considerations. Excessive or 

uncontrolled use of cyber profiling may be 

perceived as surveillance, potentially eroding 

trust between citizens and the government. For 

Uzbekistan, which is committed to reforms, 

openness, and strengthening democratic values, 

it is crucial to strike a balance: while using cyber 

profiling to safeguard national security and 

protect public order, it is also important to respect 

individual rights, data protection, and freedom of 

expression.

Therefore, in the context of Uzbekistan's 

loyalty, the issue of social networks page cyber 

profiling must be approached as part of a broader 

digital governance strategy. It should combine 

advanced technologies, clear legal regulations, 

and public trust-building measures. This ensures 

that profiling serves not as a restrictive instrument 

but as a protective and supportive mechanism, 

helping to strengthen national unity, preserve 

cultural values, and nurture responsible digital 

citizenship among the youth

Cyberprofiling of social media pages is 

becoming an innovative and effective tool for 

studying human activity in the modern infor-

mation society. It yields practical results in such 

areas as law enforcement, cybersecurity, mar-

keting, and personnel policy. At the same time, 

cyberprofiling is closely related to the protection 

of human rights and information privacy, and the 

ethical aspects of this process need to be studied 

more deeply in the future. Combining cyber-

profiling technologies with artificial intelligence, 

strengthening data protection mechanisms, and 

developing international standards will contribute 

to the more effective development of this area.
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